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Introduction

In this document, I'll explore the core functions of general-purpose operating
systems, highlighting how they manage both hardware and software to keep
everything running efficiently. I'll cover key areas like process management, file
handling, security features, and user interfaces, while also exploring how these tasks
are monitored and managed in popular operating systems such as Windows and
Linux. Additionally, I'll look at how command-line interface (CLI) commands in both
Windows and Linux are used in real-world scenarios, helping with system
administration and troubleshooting.




Key Functions of a General Operating System

Operating systems are programs that are installed on computers via the boot
program. The operating systems manages hardware resources, provides a graphical
user interface (GUI) and runs several different tasks that are necessary for the
computer to run effectively and efficiently. There are a number of different key
functions that general operating systems have.

Process Management

In Windows operating systems, process management is responsible for overseeing
the execution of programs to maintain optimal system performance. One of the main
tools for this is Task Manager, which allows users to monitor and control active
applications and processes. It provides details like CPU and memory usage, and lets
users end tasks, adjust process priorities, and manage which applications start when
the computer boots. [1]

Performance

File Management

File management in operating systems involves organising, storing, retrieving, and
managing files on storage devices. It includes tasks such as creating, reading,
updating, and deleting files, as well as controlling access permissions and file
naming conventions. [2]




Security and Access Control

Security and Access Control features within operating systems are vital to their
operations. It is the fundamentals behind all operating systems. Prevention from
unauthorised access is managed using this. This can be done in many different
ways. Passwords are used to hinder illegal attempts into authorised
systems/accounts. Access control can be monitored in different ways. An example of
this is when using Active Directory. Using this, users can be given different levels of
access. These are:

« Read Only — the user will only be able to view the document that they're given
access to.

¢ Read and Write — the user will be able to view and edit the document that
they're given access to.

¢ Admin — admin permissions allows the user to edit the documents, as well as
delete and/or restore documents. [3]

User Interface

The user interface is a set of programmes that allows the user to interact with the
device. The most common type of interface is the Graphical User Interface (GUI). [4]
This displays as a desktop with a number of different applications which can be
accessed from here. There are a number of different menus of which these can be
accessed from. Below is the Windows User Interface.

There is also Command Line Interfaces (CLIs) and Mobile User Interfaces (MUI).




Networking

Networking in operating systems helps computers communicate with each other over
the internet or a local network. It uses protocols such Transmission Control Protocol
(TCP) and Internet Protocol (IP), to send data back and forth. Operating systems
also provide tools for setting up internet connections, sharing files, and keeping
systems secure with firewalls. These features make sure that data can travel safely
and efficiently between computers. [5]

Device Management

A device manager in an operating system oversees hardware and virtual devices,
allocating and deallocating resources based on process priorities. It maintains the
status of each device and manages interactions between the operating system and
hardware through device drivers. [6] This can be viewed on the device by opening
the ‘Device Manager’ application. This is also where you’re able to identify if there
are any missing driver updates.
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Use of Windows OS CLI Commands
Networking Commands

The “ipconfig /all” command gives the user detailed network information including
MAC Addresses, DHCP status and DNS servers. It displays like this:

» ipconfig

Controller #2

* Local Area Connect

Used alongside this is often the “ipconfig /release” and the “ipconfig /frenew”
commands. “ipconfig /release” is used to release the configuration that is currently
has and gets rid of the current IP address whilst “ipconfig /renew” assigns a new
DHCP configuration and IP address.




Shown above is what happens when you release the IP. It also disconnects the user
from the network briefly. Shown below is what happens when you're reassigned a
new |IP address.




The ping command can be very useful within an IT Support role. If working within a
company, you would be able to ping specific devices that are on the network to
ensure they're fully connected to the network and servers. It is also possible to test if

websites are down.

PS C:\WINDOWS\system32> ping google.

Pinging google.com [172.217.16.238]
Reply from 172.217.16.238: bytes=32
Reply from 172.217.16.238: bytes=32
eply from 172.217.16.238: bytes=32
Reply from 172.217.16.238: bytes=32

ing statistics for 172.217.16.238:

com

with 32 bytes of data:
time=25ms TTL=56
time=24ms TTL=56
time=24ms TTL=56
time=22ms TTL=56

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 22ms, Maximum = 25ms,
PS C:\WINDOWS\system32> _

Average = 23ms

As shown above, here are the results of a Ping | made to Google.com. This shows

that the site is up and fully functioning.




Dir Commands

By using the “dir” command it lists all of the files and directories in the current
directory. You can change the directory using the “cd” command.




PS C:\WINDOWS\system32> mkdir Admin

Directory: C:\WINDOWS\system32

LastWWriteTime Length Name

07/e4/2025 alizj= 1Ll

The ‘mkdir' command creates a single directory called Admin in the current location.
You can then remove this directory by using the ‘rimdir’ command. This can only be
done if the folder is completely empty.

PS C:\WINDOWS\system32> rmdir Admin2




System Information Commands

The “systeminfo” command displays a detailed material on the device.

uineIntel ~118:

This can be very useful as it can be used to monitor hardware performance and
drivers.

The ‘hostname’ command is used to display the computer's name.

PS C:\WINDOWS\system32> hostname

LQe469




The “tasklist” command can be very resourceful as it displays a list of all the current
running programmes.

C:\WINDOWS\system32> tasklist
Mem Usage

Services
Services
Services
Services
Services
Services
Services
Console
services.exe Services
Lsalso.exe Services
lsass. Services
winlogon.exe Console
svchost .exe Services
fontdrvhost.exe Console
fontdrvhost.exe Services
WUDFHost . exe Services
svchost.e Services
svchost.exe Services
WUDFHost . exe Services
svchost.exe Services

e
8
e
e
e
]
e
1
e
e
e

D O 0PI RO

SVENoS

The manage-bde -status command checks if the device is fully encrypted i.e.
Bitlocker encryption, TPM Chip etc.

stem32> manage-bde
ive Encryption: Configuration Tool version 10.8.26186
2013 Microsoft Corporation. All rights reserved.

Disk volumes that can be protected with
BitLocker Drive Encryption:

Volume C: [Windows]

[0S Volume]

Size: 471.55 GB

BitLocker Version: 2.8

Conversion Status: Used Space Only Encrypted
Percentage Encrypted: 108.8%

Encryption Method: XTS-AES 128

Protection Status: Protection Off

Lock Status: Unlocked
Identification Field: Unknown
Key Protectors: None Found




PS C:\WINDOWS\system32> Get-Process Grammarly.Desktop

Handles NPM(K) PM(K)

1,166.44 19248 1 Grammarly.Desktop

Using the Get-Process command, | am able to track the CPU and memory usage
that an application uses.

PS C:\WINDOWS\system32> ps Grammarly.Desktop

Handles NPM(K) PM(K) ) (s) SI ProcessName

318868 1,152.7@ 19248 1 Grammarly.Desktop

Due to Powershell allowing the use of shortened alias commands, you also just use
ps as you would in Linux.




Disk Management

The ‘diskpart’ command is the parameter that is required to be entered in order to
complete any functions with the disk.

PS C:\WINDOWS\system32> diskpart

Microsoft DiskPart version 10.0.26160.1150

Copyright (C) Microsoft Corporation.
On computer: LQ©O46S

Below is a list of different functions that can be completed whilst in the diskpart
parameter.

ume
or all informatic

ttempts to
ert between

mount point as

e with a failed m




The ‘chkdsk C:’ checks the drives for any errors. This can help to maintain system
stability and prevent data loss.

PS C:\WINDOWS\system32> chkdsk C:
The type of the file system is NTFS.
Volume label is Windows.

WARNING! /F parameter not specified.
Running CHKDSK in read-only mode.

Stage 1: Examining basic file system structure

y
1898248 file records processed.
File verification completed.
Phase duration (File record verification): 6.74 seconds.
25818 large file records processed.
Phase duration (Orphan file record recovery): 13.22 milliseconds.

©® bad file records processed.
Phase duration (Bad file record checking): .47 milliseconds.

Examining file name linkage ...
76 reparse records processed.
@4 index entries processed.
X verification completed.
ase duration (Index verification): 15.77 seconds.
© unindexed files scanned.
Phase duration (Orphan reconnection): 1.36 seconds.
® unindexed files recovered to lost and found.
Phase duration (Orphan recovery to lost and found): ©.44 milliseconds.
976 reparse records processed.
Phase duration (Reparse point and Object ID verification): 8.86 milliseconds.




Use of Linux OS CLI Commands

When completing the use of Linux OS CLI Commands, | decided to use Bellard
Virtual Desktop to demonstrate my understanding. [7]

Directory Management

The ‘Is’ command within Linux is used to list all directory contents.

Similarly to Windows, you can create new directories within Linux using the ‘mkdir’
command. Shown below is the command used to create a new directory called
Admin.

localhost:~# mkdir Admin

It can also be removed and deleted using the ‘rm’ command. This is only possible if
the directory is empty.

localhost:~# rm -r Admin




Networking Commands

The ‘ifconfig’ command displays the network interfaces. This shows IP addresses,
masks and more information.

localhost:~# ifconfig

eth@ Link encap:Ethernet HWaddr @2:EE:@9:9C:AE:08
inet addr:10.5.108.27 Bcast:10.5.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:150@ Metric:1
RX packets:479 errors:@ dropped:56 overruns:@ frame:@
TX packets:24 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:l0@@
RX bytes:79814 (77.9 KiB) TX bytes:2784 (2.7 KiB)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.8.0.0@

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:4 errors:@ dropped:@ overruns:@ frame:@
TX packets:4 errors:@ dropped:@ overruns:@ carrier:0
collisions:® txqueuelen:1000

RX bytes:1632 (1.5 KiB) TX bytes:1632 (1.5 KiB)

The IP command is commonly used to manage network interfaces, routing, and
other network-related configurations in Linux.

localhost:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
2: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qgdisc pfifo_fast state UNKN(
N glen 1@0@
link/ether ©2:ee:09:9c:ae:08 brd ff:ff:ff:ff:ff:ff

Netstat shows the current active network connections. This is useful because it
provides valuable information about network connections, open ports, routing tables,
and network statistics, helping administrators diagnose network issues, monitor
system activity, and ensure proper network configuration.

localhost:~# netstat

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address
netstat: /proc/net/tcp6: No such file or directory

netstat: /proc/net/udp6: No such file or directory

netstat: /proc/net/raw6: No such file or directory

Active UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type State I-Node Path
unix 2 [ 1] DGRAM 2961
localhost:~i#




Moreover, Linux is similar to Windows when using the ‘Ping’ command. You are able
to Ping individual devices or websites to ensure they’re connected and up and
running. Results of when | ping Google.com are shown below. This shows it is all
functioning as it should be and | would be able to connect to it from my current
device.

localhost:~# ping Google.com

PING Google.com (142.250.189.238): 56 data bytes
bytes from 142.250.189.238: seq=0 ttl=115 time=198.200
bytes from 142.250.189.238: seq=1 ttl=115 time=158.700
bytes from 142.256.189.238: seq=2 ttl=115 time=150.200
bytes from 142.250.189.238: seq=3 ttl=115 time=254.700

bytes from 142.250.189.238: seq=4 ttl=115 time=187.100
bytes from 142.256.189.238: seq=5 ttl=115 time=194.500
bytes from 142.250.189.238: seg=6 ttl=115 time=365.401
bytes from 142.250.189.238: seq=7 ttl=115 time=324.200




System Information

Using the ‘uname’ command you are able to view all the current system information.

localhost:~# uname -a
Linux localhost 4.12.8-rc6-g48eclf@-dirty #21 Fri Aug 4 21:02:28 CEST 2017 i586

Linux

The ‘top’ command displays all of the current system processes. It's particularly
useful for troubleshooting, identifying resource-heavy processes and monitoring
system health.

Mem: 5776K used, 181468K free, 4K shrd, @K buff, 980K cached

CPU: 0% usr 0% sys 0% nic 98% idle ©% 1o ©% irq 0% sirq

Load average: ©.00 ©.00 ©.00 1/31 107
PID PPID USER STAT  VSZ %VSZ CPU %CPU

(]

sh -1

{init} /bin/sh /sbin/init
dhcped -q

settime -d /
[kworker/@:1]
[ksoftirqd/@]
[mm_percpu_wq]
[kdevtmpfs]

[writeback]
[kcompactd@]
[crypto]
[bioset]
[kblockd]
[kworker/@:0H]
[kswapd@]
[
[
[
[
[
[

2

bioset]
khved]
bioset]
bioset]
bioset]
bioset]
[bioset]
[bioset]
[kthreadd]

61
1
5]
1
1
2
p
2
2
2
2
b
P
p
2
2
2
2
p
P
p
2
2
b
5]
p.

O 0000000000000 ®

T 00T




The ‘ps’ command is very similar to the Windows ‘tasklist’ command. As shown
below, here are the results from running the ‘ps’ command.

localhost:~# ps

PID  USER TIME COMMAND

root 9:01 {init} /bin/sh /sbin/init
root :00 [kthreadd]
root :00 [kworker/0:0]
root 100 [kworker/@:8H]
root :00 [kworker/u2:0]
root 100 [mm_percpu_wq]
root :00 [ksoftirqd/e]
root :00 [kdevtmpfs]
root :00 [oom_reaper]
root 100 [writeback]
root 100 [kcompactd@]
root 100 [crypto]

root 100 [bioset]

root :00 [kblockd]

root :00 [kworker/0:1]
root 100 [kswapd@]

root 100 [bioset]

root :00 [khved]

root 100 [bioset]

root [bioset]

root [bioset]

ole! higce

000

1
2
3
4
5
6
7
8
9

00O

PO O ®

The ‘killall' command terminates all processes by the name provided. If a device is to
freeze on a certain application, it is possible to close this down by using this
command.

localhost:~# killall .mozilla/
killall: .mozilla/: no process killed
localhost:~# killall hello.js
killall: hello.js: no process killed
localhost:~# |

The command below will show the uptime of the device. This can be useful within an
IT support role as, more often than not, users often miss vital updates by not
restarting their devices.

localhost:~# uptime

16:41:58 up 6 min, load average: ©.00, ©.00, 0.00




localhost:~# whoami

root

The ‘whoami’ command is used to identify who the currently logged-in user is.

localhost:~# echo Hello World

Hello World

The ‘echo’ command is used to print text to the terminal.




Use of Windows OS Scripts

This script is a Number Guessing Ga

me written in Batch scripting for Windows. The

game randomly selects a number between 1 and 10 and prompts the user to guess
the number. The player receives feedback after each guess, and the game continues
until the correct number is guessed. The player is then asked if they want to play

again.

1 Gecho off

2 title Number Guessing Game

3 color Qa

5 :game

T set /a "target==% B %% 10 +

echo Welcome to the Number Guess

1 echo.

| echo I have selected a number be
12 echo Try to guess it!

4 rguess

set /p "guess=Enter your guess:

Congratulations!

"

if "Rqu = "%
echo
echo.
goto
) else |
echo
goto

You gu
playagain

Wrong guess.
guess

Try again!
)

:playagain
echo Do you want to play again?
set /p playagain=Your choice:

1 if /i #" == "Y" goto
2 if /1 "% a " = "N" goto
4 :end
S echo Thank you for playing the N
6 pause

exit

1"
ing Game!

tween 1 and 10.

essed the correct number: &t

(¥/N)

game
end

umber Guessing Game!

The game uses a random number generator to generate a number between 1 and
10. The user is then prompted to enter their guess using the ‘set /p' command. It is
then compared to the generated number. If the number is correct, it will be

congratulated. However, if the guess
guess. Once they get the answer cor

is incorrect, it will prompt the user to re-enter a
rect, it will ask the user if they would like to play

again, to which they are advised to say Y or N. If ‘N’ is selected, the user will be
thanked for playing and exits the game. This script demonstrates basic control flow

and loops in a Batch script.




Above is the game in action. As shown, the user enters incorrectly first and then can
enter their new guess which is correct to which the game congratulates them.

Below is a script that demonstrates the use of functions as BAT files.

‘echo off
setlocal

call :greet "John"
call :calculate 5 10

goto :eof

:greet
echo Hello, !
goto :eof

:calculate
set /a result= -
echo The sum of and is

pause

This batch script defines two functions, ‘:greet’ to print a greeting with a name and
“:calculate’ to add two numbers and then calls them to display a greeting for "John"
and the sum of 5 and 10, before pausing to show the results. The results are shown
below.

Hello, "John"!
The sum of 5 and 10 is 15.

Press any key to continue .




The below demonstrates the use of simulated arrays in Windows scripting by
assigning values to indexed variables and then displays their values.

facho off
setlocal EnableDelayedExpansion

set "array[0]=Rugby"

set "array[l]=Football"
set "array[2]=Basketball”
echo

acho

echo

endlocal

pause

| have included a pause at the end of the script to ensure we are able to see the
output until a key is pressed. The results of this are shown below. This has printed
the 3 values which | had declared.

Rugby
Football
Basketball

Press any key to continue




Use of Linux OS Scripts [8]

¢( (RANDOM %

In the above code, | have used a number of different key areas of syntax. Firstly, |
have declared variables as specific things e.g. | have declared random_number as
any number between 1 and 100. | have then implemented user input where the user
can guess what the random number is. Comparative feedback is then given
depending on the guess given e.qg. if the guess is higher than the random number, it
will tell the user that. A while loop has been used to ensure the user is able to keep
on guessing until they get the correct answer. Conditional statements are used to
check if the guesses match the generated number.

This script is a simple number guessing game where the user is prompted to guess a
number between 1 and 100. It starts by displaying a welcome message and
explaining the rules. A random number between 1 and 100 is generated, and the
game enters a loop where the user is asked to enter a guess. The script checks if
the guess is too low, too high, or correct, providing appropriate feedback after each
guess. The number of guesses is tracked and once the user correctly guesses the
number, the script congratulates the user and displays the correct number along with
the total number of attempts. The loop continues until the correct number is guessed.




Welcome to the Number Guessing Game!

I have chosen a number between 1 and 100. Try to guess it.
Enter your guess:

8

Too low! Try again.
Enter your guess:

56

Too high! Try again.

Enter your guess:

42

Too high! Try again.

Enter your guess:

30

Congratulations! You've guessed the number 3@ in 4 guesses.

The below code demonstrates the use of arrays and functions. It passes the array
through the function and replaces the variables.

T om

names=("Dafydd” “"Kirsty" "Carwyn")

{
"Hello, $1!"

}

greet_person "${names[9] }"l

It uses the greet_person function to say hello to the first name in the array which in
this case is ‘Dafydd’.

Hello, Dafydd!




Conclusion

In conclusion, operating systems are essential for keeping computers and devices
running smoothly. They handle key tasks like managing processes, organizing files,
ensuring security, providing user-friendly interfaces, and enabling networking and
device management. These functions make sure that everything works efficiently,
securely, and in an organized way.

Using command-line interfaces and scripts in Windows or Linux offers ways to
interact with your system, manage files, and configure network settings. Using
specific commands can help with troubleshooting and improving system
performance.

Wiriting scripts also allows you to automate tasks, making things more efficient and
showing just how flexible operating systems can be in both personal and
professional settings. Understanding how these key functions work helps both
everyday users and IT professionals get the most out of their systems. It makes it
easier to solve problems, optimize performance, and keep everything running
securely.




References
[9] "Online Bash Shell Editor." https://www.jdoodle.com (accessed Apr 9).

[8] "JSLinux," Accessed: Apr 8, 2025, [Online].
Available: https://bellard.org/jslinux/vm.html?url=alpine-x86.cfg&mem=192

[7] "What is a Network Operating System?" htips://www.geeksforgeeks.org/what-is-
a-network-operating-systerm/ (accessed Apr 8).

[6] "Device Management in Operating
System." https://www.geeksforgeeks.org/device-management-in-operating-
system/ (accessed Apr B).

[5] "Operating System Security." https://www.ge eksforgeeks.org/operating-system-
security/ (accessed Apr 6).

[4] “User Interfaces” htips://www.bbc.co.uk/bitesize/guides/zmgw7p3/revision/3
(accessed Apr 2)

[3] "File Systems in Operating System." htips://www.geeksforgeeks.org/file-systems-
in-operating-system/ (accessed Mar 30).

[2] C. Hoffman. "Windows Task Manager: The Complete
Guide." https://www.howtogeek.com/405806/windows-task-manager-the-complete-
guide/ (accessed Mar 27).

[1] "What is an Operating System (OS)? | Definition from
TechTarget." https://www.techtarget.com/whatis/definition/operating-system-
OS (accessed Mar 6).




Appendices
Research and briefly define different Types of OSs that are used today.

Windows OS — Windows OS is a popular operating system created by Microsoft. It
offers a user-friendly interface that allows users to interact with their computer using
visual elements like windows, icons, and menus. This design makes it simple for
users to perform tasks, run applications, and navigate their devices for both personal
and professional use.

Linux OS - Linux is an open-source operating system based on Unix. It's known for
being flexible, secure, and efficient. Linux is used in servers, desktops, and other
devices. It offers both a command-line interface (CLI) for advanced users and a
graphical user interface (GUI) for beginners, making it easy for everyone to use.

Mac OS - macOS is the operating system used on Apple’'s Mac computers. It offers a
user-friendly experience with a clean, simple design.

iOS - i0S is the operating system that powers Apple's mobile devices, like iPhones
and iPads. It's built to provide a smooth, user-friendly experience while keeping your
device secure. iOS is designed to make everything run seamlessly and easily.

Android - Android is the operating system found on many smartphones and tablets.
It's popular because it's open-source, which means it can be customized, and it
gives users access to a huge variety of apps.

LinkedIn Learning Certificate

Linked ] Learning

Learning PowerShell

Course completed by Dafydd Edwards
Apr 10, 2025 at 11:24AM UTC -+ 1 hour 23 minutes

Top skills covered

( Powershell |




What is an operating system?

An operating system is the software that helps your device run and lets you interact
with it. This is when you're opening apps, browsing the internet, or saving files.

What do operating systems do?

It helps you open apps, save files, connect to the internet, and makes sure all the
parts of your computer or phone work together the way they should, without you
having to think about it.

Common Sub Directories within Linux

/bin - system keeps its most important everyday tools

/boot — where files are stored when booting the device
/dev — where device drivers are kept

/srv — contains information on the servers.

Linux Commands

Basic commands - pwd, Is, tree, echo, whoami

Network commands - ifconfig, ping, netstat, arp, traceroute
Key Syntax Areas in Batch Scripts

s Loops

¢ Conditional Statements (IF, Else If)
e User Input

+ Validation

¢ Echo

e Pause

o Exit

e Arrays

Key Syntax Areas in BASH Scripts

s Loops

+ Conditional Statements (IF, Else If)
s User Input

e Validation

e Arrays

e Functions

e (Case Statement
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V. good use of relevant Win. language
commands.
2. Bash Commands: + V. good use of
relevant Bash commands.
- 1/2 additional
command options could be used.
3. Win Scripts: + V. good use of Win
scripts to demonstrate applied
knowledge of the core syntax.
4. Bash Scripts: + Good use of Bash
scripts to demonstrate
applied knowledge of the core syntax. -
could be extended to include some
additional syntax areas.
5. Transferable
Skills for Life and Professional
Practice:
+ Good 7

report format, structure, and
presentation.

- Report sections could be numbered.




+/- Tutorial Activity 1 on OS
Types: relevant supplementary
information

on OS types is included in the Appendix
of the report. - could be extended to

include some additional types e.g. real-
time, embedded etc..

+ Evidence of engagement with a
relevant CPD course documented in the
appendix.

+/- Lecture activity answers
documented. Not labelled.

Excellent
submission.
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